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Immediate Action Required - Critical vulnerabilities found
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Other Findings

Finding
What was found: No result sentence was stored for this check.
Why it matters: Prevents XSS and data injection attacks

Evidence:
Prevents XSS and data injection attacks

Severity: HIGH | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: No CSP header detected.

Evidence:
No CSP header detected. XSS impact surface is larger.

Severity: HIGH | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Homepage version-confirmed components: 3; comprehensive version-confirmed components: 7.

Evidence:
Homepage version-confirmed components: 3; comprehensive version-confirmed components: 7.

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Observed xmlrpc.php status 429.

Evidence:



Other Findings (continued)

Observed xmirpc.php status 429. Restrict or disable xmlrpc unless a business-critical workflow still requires it.
Severity: MEDIUM | Confidence: MEDIUM

What to change: This check has no fix text yet.

How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: The wp-json response referenced user endpoints.

Evidence:

The wp-json response referenced user endpoints. Review whether public user enumeration should be constrained on this
site.

Severity: MEDIUM | Confidence: MEDIUM
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: HEAD /wp-admin/install.php -> 429; HEAD /wp-admin/upgrade.php -> 429.

Evidence:
HEAD /wp-admin/install.php -> 429; HEAD /wp-admin/upgrade.php -> 429.

Severity: MEDIUM | Confidence: MEDIUM
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: gutenberg v24.2.0, jetpack v16.3, code-syntax-block v3.2.1

Evidence:
gutenberg v24.2.0, jetpack v16.3, code-syntax-block v3.2.1

Severity: MEDIUM | Confidence: HIGH

What to change: This check has no fix text yet.



Other Findings (continued)

How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: GET /wp-json/wp/v2/users?per_page=1 returned status 200.

Evidence:

GET /wp-json/wp/v2/users?per_page=1 returned status 200. Public account records: 8. Names are not copied into this
report.

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: jetpack 16.3 -> 16.3.1

Evidence:
jetpack 16.3 -> 16.3.1

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Prevents MIME-type sniffing

Evidence:
Prevents MIME-type sniffing

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.



Other Findings (continued)

Finding
What was found: No result sentence was stored for this check.
Why it matters: Legacy XSS protection (modern browsers use CSP)

Evidence:
Legacy XSS protection (modern browsers use CSP)

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Controls how much referrer information is shared

Evidence:
Controls how much referrer information is shared

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Controls browser features and APIs

Evidence:
Controls browser features and APIs

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Restricts Adobe Flash and PDF policies

Evidence:




Other Findings (continued)

Restricts Adobe Flash and PDF policies

Severity: MEDIUM | Confidence: HIGH

What to change: This check has no fix text yet.

How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Found 1 HTTP resource reference(s).

Evidence:
Found 1 HTTP resource reference(s). Active=0, passive=0.

Severity: MEDIUM | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.

Why it matters: /admin (200, admin-surface, confidence:medium), /wp-admin (200, admin-surface, confidence:medium), /wp-
login.php (200, reachable-artifact, confidence:medium)

Evidence:

/admin (200, admin-surface, confidence:medium), /wp-admin (200, admin-surface, confidence:medium), /wp-login.php (200,
reachable-artifact, confidence:medium)

Severity: MEDIUM | Confidence: MEDIUM
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: /admin (200), /wp-admin (200)

Evidence:
/admin (200), /wp-admin (200)

Severity: MEDIUM | Confidence: MEDIUM

What to change: This check has no fix text yet.



Other Findings (continued)

How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Detected 8 core/theme/plugin component signal(s) from public asset paths.

Evidence:
Detected 8 core/theme/plugin component signal(s) from public asset paths.

Severity: LOW | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Observed wp-cron.php status 429.

Evidence:

Observed wp-cron.php status 429. This endpoint is often abused for nuisance traffic or workload amplification if left
unconstrained.

Severity: LOW | Confidence: MEDIUM
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: WordPress signal count: 5.

Evidence:
WordPress signal count: 5. Confirm the target is a live WordPress frontend URL.

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.



Other Findings (continued)

Finding
What was found: No result sentence was stored for this check.
Why it matters: Sampled 12 frontend route(s) plus public WordPress endpoints for deeper evidence.

Evidence:
Sampled 12 frontend route(s) plus public WordPress endpoints for deeper evidence.

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Homepage component signals: 4; comprehensive component signals: 8.

Evidence:
Homepage component signals: 4; comprehensive component signals: 8.

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: Protocol: TLSv1.3; Cipher: TLS_AES_128 GCM_SHA256 (TLSv1.3)

Evidence:
Protocol: TLSv1.3; Cipher: TLS_AES_128 GCM_SHA256 (TLSv1.3)

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: This check is a this area gap on this site. Leaving it in place keeps the weakness the scanner recorded.

Evidence:



Other Findings (continued)

max-age=3600

Severity: INFO | Confidence: HIGH

What to change: This check has no fix text yet.

How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: This check is a this area gap on this site. Leaving it in place keeps the weakness the scanner recorded.

Evidence:
SAMEORIGIN

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: No cookies were set on this response.

Evidence:
No cookies were set on this response.

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: No Access-Control-Allow-Origin header was returned on OPTIONS preflight or GET with a foreign Origin.

Evidence:

No Access-Control-Allow-Origin header was returned on OPTIONS preflight or GET with a foreign Origin. This may be
expected for same-origin-only apps.

Severity: INFO | Confidence: HIGH

What to change: This check has no fix text yet.



Other Findings (continued)

How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: This check is a this area gap on this site. Leaving it in place keeps the weakness the scanner recorded.

Evidence:
1 hop(s)

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.

Finding
What was found: No result sentence was stored for this check.
Why it matters: /.git/config (403), /.git/HEAD (403)

Evidence:
/.git/config (403), /.git/HEAD (403)

Severity: INFO | Confidence: HIGH
What to change: This check has no fix text yet.
How to recheck: Request the same URL again and confirm this result has changed.

Caveat: This result is not confirmed. Treat it as a lead until someone checks the live response.
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About This Report
This report provides automated security findings and should be reviewed alongside manual validation and
ongoing monitoring.
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